
B0 TLT PHAP
TRUONG OAI HOC LUAT HA NOI

C0NG HOA XA HOI CHU NGHIA VIET NAM 
Doc lap - Ty do - Hanh phuc

S6:2.$(/QB-BHLHN Ha Noi, ngay 0$thdng-hnam 2022

QUYET DINH
Ve vice ban hanh Quy che Boat dong ctia Doi ling cuu su- co an toan 

thong tin mang tai Truong Dai hoc Luat Ha Noi

Can cu Luat An toan thong tin mang ngay 19 thdng 11 ndm 2015;
Can cu Luat Cong nghe thong tin ngay 29 thdng 6 ndm 2006;
Can cu Luat Vien thong ngay 23 thdng 11 ndm 2009;
Can cu Quy it dinh so 05/2017/QD-TTg ngay 16 thdng 3 ndm 2017 cua Thu 

twang Chinh phu Ban hanh quy dinh ve he thong phuang an ung cum khan cap bdo 

dam an toan thong tin mang quoc gia;
Can cu Thdng tu so 20/2017/TT-BTTTT ngay 12 thdng 9 ndm 2017 cua Bo 

truang Bo Thong tin vd Truyen thdng Quy dinh ve dieu phdi, ung cuu su cd an toan 

thdng tin mang tren toan quoc;
Can cu Nghi dinh so 64/2007/ND-CP ngay 10 thdng 4 ndm 2007 cua Chinh 

phu ve ung dung cdng nghe thdng tin trong boat dong cua co quan nhd nude;
Can cu Nghi dinh 85/2016/ND-CP ngay 01 thdng 7 ndm 2016 cua Chinh phu 

ve bdo dam an toan he thdng thdng tin theo cap do;
Can cu Thdng tu so 03/2013/TT-BTTTT ngay 22 thdng 01 ndm 2013 cua Bd 

trudmg Bd Thdng tin vd Truyen thdng quy dinh dp dung tieu chudn, quy chudn ky 

thudt doi vdi Trung tarn du lieu;
Can cu Quy it dinh so 405/CP ngay 10/11/1979 cua Hdi dong Chinh phu vi

vice thdnh lap Truong Dai hoc Phdp ly Ha Ndi (nay Id Truong Dai hoc Luat Ha 

Noi);
Can cu Quyit dinh so 868/QD-BTP ngay 07/5/2015 cua Bd truong Bd Tu 

phdp quy dinh chuc ndng, nhiim vu, quyin hqn vd co can to chuc ciia Truong Dai 
hoc Luat Ha Ndi;

Can cu Nghi quyit so 3776/NQ-HDTDHLHN ngay 23 thdng 10 ndm 2020 

cua Hdi dong truong Truong Dai hoc Luat Ha Ndi ban hanh Quy chi to chuc vd 

boat dong cua Truong Dai hoc Luat Ha Ndi;
Xet di nghi cua Gidm doc Trung tarn Cdng nghi thdng tin.

QUYET DINH:
Dieu 1. Ban hanh kem theo Quyet djnh nay “Quy che Boat dong cua Dpi 

ung cuu sir co an toan thong tin mang tai Truong Dai hoc Luat Ha Noi”.
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Dieu 2. Quyet dinh nay co hieu lire ke tir ngay ky.
Dieu 3. Giam doc Trung tam Cong nghe thong tin, lanh dao cac don vj, va 

chuc, ca nhan lien quan chiu trach nhiem thi hanh Quyet dinh nay./.^^cac to

UONGNo'i nhan:
- Nhir Dieu 3;
- Hoi dong Truong (de chi dao t/h)
- Cac Pho Hieu trirang (de chi dao t/h);
- Truong cac don vj (de t/h);
- Lu u VT, TTCNTT.

TRUONG \ N 
DAI HOC 

LUAT
HANOI /'t7.

<o-

^^BhoSnTrung Kien
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BO TU’ PHAP
TRUONG DAI HOC LUAT HA N0I

CONG HOA XA H0I CHU NGHIA VIET NAM 
Doc lap - Ty do - Hanh phuc

/ Ari/cJnA \ QUY CHE
Hoat/dgngDCuaDDoi ttng cuu sir co an loan thong tin mang 

nrfA L'^ Tnmng Dai hoc Luat Ha Noi
(Bqri^ahii^lpn tdeo Oiiyet dinh sod-fftf/QD/DHLHN 

ngdy Ofthdng^natm202^vua Hieu truang Truong Dai hoc Luat Ha Noi)

CHUONGI 

QUY DINH CHUNG
X X J\ rDieu 1. Pham vi dieu chinh va doi tuong ap dung

1. Quy che nay quy dinh ve nhiem vu, quyen han, trach nhiem, nguyen tac 

va che do boat dong cua Dpi ung cuu sir co an toan thong tin mang (viet tat la 

UCSCATTTM) Truong Dai hoc Luat Ha Noi.
2. Quy che nay ap dung cho cac thanh vien Dpi UCSCATTTM thupc Trung 

tam Cong nghe thong tin (viet tat Id CNTT) Trudng Dai hoc Luat Ha Npi; cac dan 

vj, to chuc, ca nhan co lien quan tdi boat dong UCSCATTTM tai Trudng Dai hoc 

Luat Ha Npi.
Dieu 2. Giai thich tir ngur
1. Sir co an toan thong tin mang la viec thong tin, he thong thong tin bi tan 

cong hoac gay nguy hai, anh hudng tdi tinh nguyen ven, tinh bao mat hoac tinh 

kha dung cua thong tin, he thong thong tin.
2. Sir co an toan thong tin mang nghiem trpng la sir co co mot hoac nhieu 

tinh chat sau: Co kha nang xay ra tren dien rpng, thdi gian xay ra nhanh; co kha 

nang pha hoai he thong mang may tinh; he thong bi mat quyen dieu khien; lay 

cap du1 lieu, co the gay thiet hai Idn cho cac he thong thong tin tren mang, cac he 

thong thong tin quan trpng cua Trudng.
r, r \ r

3. Ung cuu su co an toan thong tin mang la boat dong nham xu ly, khac 

phuc sir co gay mat an toan thong tin mang gdm theo ddi,thu thap, phan tich, phat 
hien, canh bao, kiem tra, xac minh sir co, ngan chan sir co, khdi phuc du’ lieu va 

khdi phuc boat dong binh thudng cua he thong thong tin.
4. Log file la tap tin dupe tao ra trong qua trinh boat dong cua thiet bi cong 

nghe thong tin
Dieu 3. To chuc Dpi ling ciiu su- co an toan thong tin mang
1. Dpi UCSCATTTM gdm cac thanh vien la vien chuc, ngudi lao dong 

thupc Trung tam Cong nghe thong tin chuyen trach ve quan tri mang va ha tang 

CNTT Trudng Dai hoc Luat Ha Npi. Dpi trudng la Giam doc Trung tam va dpi
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pho la Pho Giam doc Trung tam.
2. Doi UCSCATTTM co thong tin lien he nhir
- So dien thoai thirdng true: (0243) 7733287;
- Hop thu dien tu cua Doi UCSCATTTM: trungtam_cntt@hlu.edu.vn
Dieu 4. Nhiem vu va quyen han cua Doi ling cuu su- co an toan thong

sau:

tin mang
1. La dau moi cua Truong de tham gia boat dong UCSCATTTM toan 

Truong. Co trach nhiem lien ket, phoi hop vdi cac don vi trong Truong ve ung 

cuu khan cap bao dam an toan thong tin mang de thu thap thong tin, kjp thbi canh 

bao su co va cac diem yeu, 16 hong bao mat, cac nguon tan cong may tinh nham 

giup cac co quan, don vi chu dong phong chong, giam thieu rui ro, mat an toan 

thong tin mang.
2. Ho tro don vi trong Truong trong cong tac dam bao an toan thong tin 

trong boat dong ung dung cong nghe thong tin (CNTT) va to chuc boat dong 

UCSCATTTM trong cac don vi.
' / r

3. Dupe quyen truy cap vao he thong mang, he thong ung dung CNTT 

so dCr lieu, log file cua cac don vi de phan tich, truy vefthuc hien duoi sir giam
'94. • r rsat cua don vi bi su co mat an toan thong tin mang.

, co

CHUONG II
NGUYEN TAC, CHE DO LAM VIEC VA KINH PHI HOAT D0NG

Dieu 5. Nguyen tac boat dong
1. Dpi l/CSCATTTM boat dong theo nguyen tac tap the lanh dao, ca nhan 

phu trach; Dpi UCSCATTTM chju trach nhiem to chuc trien khai, kiem tra, theo 

doi, tong hop danh gia tinh hinh va ket qua thuc hien nhiem vu cua Dpi 
UCSCATTTM.

2. To chuc UCSCATTTM phai dung quy trinh ung cuu su co dua tren tinh 

chat, muc dp, pham vi va nguyen nhan xay ra sir co theo quy dinh tai Thong tu 

20/2017/TT-BTTTT, Quyet dinh so 05/2017/QD-TTg; va cac quy dinh phap luat 
khac bao dam nhanh chong, chinh xac, kip thbi, hieu qua va an toan thong tin.

3. Thong tin dupe trao doi, cung cap trong qua trinh dieu phdi, xu ly su co 

phai dupe bao dam bi mat theo yeu cau cua co quan, don vi gap sir c6 tru khi sir 

co xay ra co lien quan toi nhieu doi tupng khac ma can canh bao, nhac nho.
Dieu 6. Che do lam vice
1. Cac thanh vien lam viec theo che dp kiem nhiem va dupe hudng cac che 

dp theo quy dinh hien hanh.
# ^ X r r

2. Khi co su co dpt xuat mat an toan thong tin xay ra, Dpi truong se thong

so

2

mailto:trungtam_cntt@hlu.edu.vn


r • /\ /\ a • ' J\ • y • /\ o /v /\« rbao trieu tap va dieu phoi cac thanh vien, hoac uy quyen cho 01 Doi pho thirc
t y r X 9

hien tham quyen cua minh khi vang mat. Dpi pho dupe uy quyen, dupe su dung 

tham quyen ciia Dpi truong de dieu phoi cac boat dong va chin trach nhiem ve 

cac quyet dinh ciia minh trude Dpi truong va trude phap luat. Cac thanh vien 

phai nghiem tuc thuc hien theo su dieu phoi cua Dpi truong va Dpi pho dupe uy 

quyen.
A A /V ADieu 7. Dieu kien va kinh phi boat dong

1. Dpi U’CSCATTTM dupe dam bao phuong tien, thiet bi va dieu kien can 

thiet de duy tri boat dong.
2. Kinh phi boat dong cua Dpi U’CSCATTTM tu ngan sach Truong va theo 

Quy che chi tieu npi bp ciia Truong Dai hoc Luat Ha Npi.

CHUONG III
TO CHlTC UNG CU U SU CO AN TOAN THONG TIN MANG 

Dieu 8. Tiep nhan va xu- ly sir co
1. Thudng true Dpi l/CSCATTTM tiep nhan dupe thong bao su co phai

r y

bao cao ngay cho Dpi truong. Npi dung tiep nhan bao gom:
f a A a • « a

a) Ten, dia chi Don vj van hanh he thong thong tin; he thong thong tin bi
r v r

sir co; thdi diem phat hien sir co;
b) Dau moi lien lac ve su co cua don vi van hanh he thong bi su co: Ten, 

chuc vu, dien thoai, thu dien tu;
y r r a

c) M6 ta ve su co: Loai su co, hien tupng, danh gia so bp muc dp nguy hai,
r r t X \ rmuc dp lay lan, tac dong ciia su co den boat dong binh thudng ciia to chuc;

r y i»«aiad) Don vi cung cap djeh vu ha tang cong nghe thong tin, vien thong;
d) Liet ke cac bien phap da trien khai hoac du kien trien khai de xu ly khac

phuc su co;
•> ^ f f t r y A o "} fe) Cac to chuc, doanh nghiep dang ho trp ung cuu, xii' ly va ket qua xu ly 

su co tinh den thdi diem bao cao;
Air r A Xg) Ket qua ung cuu su co ban dau;

h) Kien nghi de xuat hudng ung cuu xu ly su co (neu cd);
i) Thong tin khac theo yeu cau ciia Thudng true Dpi UCSCATTTM.
2. Dpi truong dua ra yen cau dieu phoi tdi cac thanh vien trong Dpi; trieu 

tap cupc hop; huy dong cac nguon luc ho trp khi can thiet.
3. Khi cac thanh vien Dpi U’CSCATTTM nhan dupe thong bao dieu phoi

phai thuc hien:
a) Tap hop diing thdi gian, dja diem theo su dieu phoi ciia Thudng true Dpi 

UCSCATTTM de to chuc ling cuu su cd.
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b) Xu ly sir co theo sir phan cong cua Dpi truang.
r r r\ \ • -r*c) Bao cao su co cho Thuang true Doi UCSCATTTM trong truang hop 

khong xu ly duac.
• A A A ADieu 9. Dieu phoi ling ciiu su’ co

1. Quy trinh dieu phoi UCSCATTTM phai tuan thu theo quy trinh tong the 

phuong an UCSCATTTM quy dinh tai Quyet dinh 05/2017/QD-TTg ngay 

16/03/2017 cua Chinh phu ve viec quy dinh ve he thong phuong an ung cuu khan 

cap bao dam an toan thong tin mang quoc gia, va cac quy dinh phap luat khac.
2. Thubng true Dpi l/CSCATTTM thuc hien viec trieu tap, dieu phoi bang 

van ban doi vbi cac thanh vien trong Dpi UCSCATTTM. Trong truang hop khan 

cap co the thong bao bang dien thoai, email de dieu phoi va co thong bao bang van 

ban sau. Thubng true Dpi UCSCATTTM thong bao cho cac to chuc, ca nhan gap 

sir cb ve yeu cau phoi hop trong qua trinh thuc hien dieu phoi va ung cuu su cb.
3. Thanh vien Dpi UCSCATTTM tiep nhan yeu can dieu phoi; phoi hop 

chat che vbi don vi noi xay ra su cb va cac thanh vien cung tham gia ung cuu to 

chuc thuc hien boat dong ung cuu theo dung yeu cau dieu phoi; bao cao, phan hoi 
day du ket qua thuc hien cho Thubng true Dpi UCSCATTTM.

4. Sau khi khac phuc su cb, thanh vien mang lubi tham gia ung cuu phai cb
trach nhiem:

\ r r • aa ') A Aa) Ra soat, xac dinh nguyen nhan co ban gay ra su cb;
b) To chuc kiem tra lai va khac phuc triet de su cb;
c) Bao dam he thong boat dong binh thubng trubc khi ban giao toan bp he

A m
thong cho co quan, don vi chu quan.

5. Thubng true Dpi UCSCATTTM phai luu tru thong bao su cb va bien 

ban xu ly su cb; luu tru yeu cau dieu phoi va bao cao ket qua thuc hien yeu can 

dieu phoi trong thbi gian tbi thieu 02 nam, bao gbm cac thong tin sau:
a) Nbi dung thong bao sir cb, thbi gian tiep nhan thong bao, thbi gian gui

xac nhan;
1A9*>|f A AAA A rb) Ket qua xu ly su cb, nguyen nhan gay ra su cb, thbi gian xu ly su cb va 

danh sach cac to chuc, ca nhan cung tham gia phoi hop xu ly sir cb (neu cb).
Dieu 10. Quy trinh ung cuu su* cb an toan thong tin mang

/ r

1. Dbi vbi su cb an toan thong tin mang thuc hien quy trinh U’CSCATTTM 

theo Thong tu s6 20/2017/TT-BTTTT.
2. Dbi vbi su cb an toan thong tin mang nghiem trong thuc hien quy trinh 

ung cuu su cb theo Dieu 14 Quyet dinh so 05/2017/QD-TTg.
3. Quy trinh U’CSCATTTM phai thuc hien dong thbi vbi cac van ban 

hubng dan, quy dinh khac cb lien quan cua Bp Thong tin va Truyen thong va Co
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quan dieu phoi quoc gia.

CHUONG IV
TRACH NHIEM CUA TO CHUG, CA NHAN 

Dieu 11. Thuong true Doi ung cuu su’ co an toan thong tin mang
1. Chii tri, phoi hop voi cac thanh vien xay dung ke hoach, kinh phi boat 

dong ciia Doi; trien Ichai cong tac dam bao an toan thong tin hang nam.
2. Thuong true Doi l/CSCATTTM thuc hien chuc nang dieu phoi cac boat 

dong ung cuu su co tai Truong Dai hoc Luat Ha Noi va co quyen dieu dong cac 

thanh vien trong Doil/CSCATTTM phoi hop ngan chan, xu ly va khac phuc su co 

mang may tinh.
3. La dau moi lien lac, tiep nhan thong tin, cac phan anh su co; giup Doi

\ r r

truong dieu phoi ung cuu su co tai Truong.
4. Tham muu xay dung, ap dung quy trinh, phuong an l/CSCATTTM cua

Truong.
n * a r 'a r r5. To chuc cac boat dong thong tin tuyen truyen, huong dan chinh sach, 

quy dinh cua phap luat, nang cao nhan thuc ve an toan thong tin mang doi voi cac 

don vi, to chuc, ca nhan tai Truong va cac boat dong khac lien quan den dieu phoi
\ r r ava ung cuu sir co.

Dieu 12. Bo phan giup viec Doi ung cuu su’ co an toan thong tin mang
1. La dau moi lien lac, tiep nhan, dieu phoi xu ly sir co tu Trung tarn Ung 

cuu khan cap may tinh Viet Nam (VNCERT); tham gia cac boat dong cua mang 

luoi ung cuu su co ATTT mang quoc gia; phat hien va xu ly cac sir co mang, 
may tinh tai truong; dam bao lien lac thong suot lien tuc 24h/ngay va 7 ngay/tuan.

2. Tham muu de xuat cac phuong tien, dieu kien dam bao san sang doi pho, 
ung cuu, khac phuc su co:

- Tham muu mua sam, nang cap, gia han ban quyen trang thiet bi, phan
A A • A r r r amem, cong cu, phuong tien phuc vu ung cuu, khac phuc su co.

n \ jl a ^ y- Chuan bj cac dieu kien bao dam, du phong nhan lire, vat luc, de san sang 

doi pho, ung cuu, khac phuc khi su co xay ra.
- To chuc, trien khai cac boat dong theo ke hoach cua Doi UCSCATTTM, 

bo phan tac nghiep ung cuu su co; thue dich vu ky thuat va to chuc, duy tri doi
chuyen gia UCSCATTTM.

n r i»aa>|>3. Tham muu trien khai cac chuong trinh huan luyen, dien tap va phong 

ngua su co va phat hien som su co cho doi UCSCATTTM.
- Huan luyen, dien tap cac phuong an doi pho, ung cuu su co; Huan luyen, 

dien tap nang cao ky nang, nghiep vu phoi hop, ung cuu, chong tan cong, xu ly
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ma doc, khac phuc su co.
- Tham muu xay dung, ap dung quy trinh, phirang an ung cuu sir co cua 

cua trudng, cac quy dinh, tieu chuan ATTT theo quy dinh.
- Phoi hap vai Cue cong nghe thong tin Bo Tu phap tuyen truyen nang cao 

nhan thuc ve nguy co, sir co, tan cong mang.
• A r f A ADieu 13. Doi truong Doi ung cuu su* co an loan thong tin mang

1. Chu tri cac cuoc hop, dieu phoi to chuc ung cuu; trieu tap cac thanh vien 

thudng ky hoac dot xuat de ngan chan, xu ly va khac phuc sir co may tinh, mang 

Internet.
2. Chu tri to chuc ung cuu sir co tai Trudng Dai hoc Luat Ha Noi, dieu phoi, 

phan cong cac thanh vien trong doi tham gia ung cuu khi co su co xay ra. Chiu 

trach nhiem dau moi lien he, phoi hap vai Ban chi dao quoc gia ve ung cuu khan 

cap bao dam an toan thong tin mang va cac don vi lien quan.
3. Quyet dinh hinh thuc dieu phoi cac boat dong ung cuu su co va chin 

trach nhiem ve cac yeu cau dieu phoi.
• a /y • r /y • r r X aDieu 14. Doi pho Doi ung cuu su’ co an toan thong tin mang

1. Giup Dpi trudng dieu hanh cac boat dong cua Dpi UCSCATTTM, chiu
fl1"A r A 9 A"A • ' F rtrach nhiem trude Dpi trudng ve nhiem vu dupe giao; de xuat ke hoach, bien 

phap ky thuat de dam bao van de an toan thong tin dupe hieu qua.
r

2. Chi dao true tiep thanh vien trong cac boat dong phdng ngua, ngan chan 

sir co co nguy ca xay ra va tich cue khac phuc khi cd su cd; thay mat Dpi trudng 

dieu hanh cac boat dong cua Dpi l/CSCATTTM khi dirge uy quyen.
3. Thuc hien cac nhiem vu cu the do Dpi trudng phan cong va tham gia 

gdp y, de xuat xay dung ke hoach boat dong hang nam cua Dpi UCSCATTTM de 

boat dong hieu qua ban.
A A A A ADieu 15. Cac thanh vien Doi ung cuu su- co an toan thong tin mang

1. Thuc hien cac nhiem vu do Dpi trudng hoac Dpi phd giao.
f r

2. Tiep nhan va xu ly cac thong bao sir cd tu cac dan vi true thude trudng.
3. Phan hdi cac thong tin hoac nhung khd khan, vudng mac trong qua trinh 

thuc hien nhiem vu cho Dpi trudng va Dpi phd de kjp thdi cd su chi dao, xu ly.
4. Cd trach nhiem bao cao ca quan quan ly khi cd yeu can dpt xuat cua Cue 

CNTT Bp Tu phap hoac khi phat hien ra cac su cd xay ra.
5. Tham gia day du cac cudc hop dinh ky, dpt xuat va boat dong ung cuu 

su cd khi cd sir dieu phoi cua Dpi trudng. Cung cap thong tin lien lac: so dien 

thoai ca quan, email cho thudng true de kip thdi dieu phoi ung cuu khi cd su cd 

xay ra.
9 r r y X fy X '6. Tham gia gdp y, de xuat xay dung ke hoach boat dong hang nam cua
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Dpi UCSCATTTM.
7. Dugc quyen chia se thong tin, kinh nghiem, tham gia cac boat dong dien 

tap, cac khoa dao tao, huan luyen, boi dirdng ve boat dong U’CSCATTTM.
Dieu 16. Co* quan quan ly thanh vien ciia Doi ling ciiu sir co an loan 

thong tin mang
Tao dieu kien va uu tien cho vien chuc, ngu'di lao dong ciia don vi minh la 

thanh vien ciia Doi U’CSCATTTM thuc hien cac boat dong ciia Doi 
UCSCATTTM khi dirge trieu tap, dieu phoi.

CHUONG V
TO CHUC THUC HIEN

Dieu 17. Dieu khoan thi hanh
Quy che nay dugc ap dung cho Doi U’CSCATTTM mang tai Truong Dai 

hoc Luat Ha Noi, cac ca nhan, don vj, to chuc co lien quan tdi boat dong dieu 

phoi, U’CSCATTTM. Trung tam Cong nghe thong tin chiu trach nhiem tham muu 

trien khai thuc hien Quy che nay.
Dieu 18. Khen thuong va xir ly ky luat
1. Hang nam, co quan Thuong true dua tren boat dong ciia moi thanh vien 

de xem xet khen thuong theo quy dinh hien hanh
2. Don vi hoac ca nhan nao vi pham Quy che nay, thi tuy theo tinh chat,

^ a ■ r A • r r r r \muc do vi pham co the bi xu ly hanh chinh, xu ly ky luat hoac cac hinh thuc xu
ly khac theo quy dinh ciia phap luat hien hanh; neu vi pham gay hau qua nghiem 

trpng, lam thiet hai tai san, thiet bi, thong tin, dir lieu tren mang may tinh ciia 

Truong thi phai chiu trach nhiem boi thuong cho nhung thiet hai da gay ra theo 

quy dinh ciia phap luat./.

7


